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Technology Radar Element Description


Transglobal Secure Collaboration Program – 

Secure Email v1 (TSCP SEv1)

Abstract

The Transglobal Secure Collaboration Program (TSCP) is a government-industry partnership specifically focused on mitigating the risks related to compliance, complexity, cost and IT that are inherent in large-scale, collaborative aerospace and defense programs that span national jurisdictions. 

The TSCP Secure E-mail v1 specification allows organizations to send digitally signed and/or encrypted email.  About 49.6 billion e-mail messages (spam excluded) are sent every day worldwide.  E-mail has become an indispensable part of the business fabric of every enterprise.

Much of e-mail traffic generated by aerospace and defense companies and government organizations is sensitive and must be protected against eavesdropping.  In addition, due to inherent security weaknesses in the Simple Mail Transfer Protocol (SMTP), the e-mail protocol of the Internet, it is easy to forge and modify messages.  Attackers can make e-mail messages appear as coming from legitimate users or modify their content to suit their purposes.  The TSCP Secure E-Mail Specification is proposed to address these concerns.

The TSCP Secure E-Mail Specification v1 will be more widely implemented and used to provide confidentiality and integrity for e-Mail exchanges, if the specifications and key supporting documentation are made publicly available and their usage is encouraged by adoption as industry specifications in Europe and the US. 

Responsible organization

TSCP is a collaborative program, involving industry and government participants including: BAE Systems, The Boeing Company, EADS, Raytheon, Lockheed Martin, Northrop-Grumman, Finmeccanica, the Netherlands Ministry of Defence, the U.K. Ministry of Defence, and the U.S.  Department of Defense, US General Services Administration, US Secret Service, French Network and Information Security Agency (ANSSI), Computer Associates, Microsoft, Active Identity, Titus Labs, Wave, Boldon James, Deep Secure and the Netherlands Research Lab.

Lead Organization within ASD 

ASD Strategic Standardization Group - contact: Philippe Laflandre / Howard Mason

Other stakeholders – by function/organization

AIA EEIC

Business Justification

The TSCP community needed to address the problem of sharing sensitive information securely (providing end to end confidentiality) via email across organizational boundaries using the Internet.   There were no specifications available which met the needs of the international Aerospace & Defence community and therefore TSCP undertook this work as a collaborative effort, bringing together engineers from the member companies to work within TSCP.   

A common approach eliminates the cost of supporting multiple incompatible security environments for different projects, countries and jurisdictions, and reduces the cost of establishing secure collaboration on new projects.  

Description of activity/deliverables  

This activity was delivered in three stages:

Activities

Stage 0 included the following activities:

· Technical Assumptions

· Con Ops

· Participant Requirements


Stage 1 (Development) included the following activities:

· Development of Prototype Lab Secure Email v1 Solution

· Roadmap

· Input from Vendors

· Do It Yourself Guide

· Architecture Development

·  Testing Prototype Lab as Proof of Concept

· Specifications

· Gap Report

· Policy Framework

· Architecture version 1

· Policy

· Policy Statements

· Audit Regime

· PMA, CA Plans

· Solution Design Refinement

· Risk Analysis

· Solution Design

· Proof of Concept Lab (Risk Reduction Testing)

· Updated Test Plan

· Solution and Policy Updates

Stage 2 included the following activities:

· Reference Setup (Reference Implementation, Demonstration, Production Readiness Testing)

· Production Readiness Plan

· Preproduction Testing (Production Ready Testing)

Stage 3 included the following activities:

· Pilot Support

· Community Services Provider(s)

Deliverables 

· International Aerospace and Defense Industry Secure E-Mail Capability Technical Specification

· International Aerospace and Defense Industry Secure E-Mail Capability Technical Profile

· International Aerospace and Defense Industry Secure E-Mail Capability Community Service Provider Requirements

· International Aerospace and Defense Industry Secure E-Mail Capability Requirements to SMB Service Providers

· International Aerospace and Defense Industry Secure E-Mail Capability Requirements to Enterprises

· International Aerospace and Defense Industry Secure E-Mail Capability Requirements to Vendors

· Secure E-Mail: Do-It-Yourself Manual

Assumptions
The following conditions are required for successful use:

· Compliant PKI Services

· Operate one or more Certificate Authorities cross-certified with the CertiPath Bridge CA (CBCA) or another CA cross-certified with CBCA (e.g., the Federal Bridge CA).  Cross-certification in both cases must be at medium assurance software and/or medium assurance hardware level, or equivalent.

· Provide issuance, renewal and revocation of end-user certificates consistent with the most current CertiPath X.509 Certificate Profile [CP] – please see www.certipath.com <http://www.certipath.com> .

· Be able to issue identity, signing and encryption certificates to end users

· Operate a Key Recovery Service (if it issues End-User Encryption Certificates) compliant with the CertiPath Key Recovery Policy [KRP] – please see www.certipath.com <http://www.certipath.com> .

· Publish CA certificates and Certificate Revocation Lists (CRLs) consistently with CertiPath X.509 Certificate Profile [CP]1 – please see Section 10 of the CertiPath CP.

· Availability of End-User Encryption Certificate Lookup

· Availability of End-User Certificate Repository Service

Business benefits 

· Provides specifications and guidelines for secure collaboration for partners, suppliers and subcontractors. 

· Provides companies and governments guidance that will reduce the need to build stand-alone and ‘one-off’ solutions that are costly to build and maintain.

· Provides an incremental tool in a robust defense against Advanced Persistent Threat (APT).

· Provides tools to ease potential monetary and contractual penalties within programs for failure to comply with security requirements. 

· Provides tools to assist in addressing compliance with regulatory requirements.

· Provides means for a competitive advantage by being a discriminator in future business through consistent interface with partners, vendors and customers.

· Provides a means for risk reduction and cost control by utilizing a standard solution and specification.
· Reduction in the costs (eg couriers) of paper based sharing of sensitive information. 
Location in ASD SSG Framework

Security

ASD SSG action plan

The SSG plans to monitor the developing standards, specifications and guidelines of the TSCP Secure Email v1 standard with a view to adopting them as industry standards and promoting them across the supply chain as part of the overall ASD approach to eBusiness standards.
ASD SSG Status (updated)

The Secure Email v1 guidelines and specifications have been validated by the SSG in November 2011. 
Adoption Plan

The SSG will promote the use of the TSCP SEv1 solution by ASD members and Government customers, and in a future version of European BoostAeroSpace hub.

ASD recommendation 

ASD recommends that its member companies and suppliers should use the TSCP Secure Email V1 technical specification for secure collaboration. 

ASD adoption statement (November 2011)
In an Aerospace and Defense environment, information is often highly sensitive, subject to national security controls, controlled by EAR and ITAR rules, and/or includes content that belongs to competing and collaborating organizations.  When information like this is sent to colleagues then the identity of the recipients needs to be checked and the content encrypted in transit.  When information like this is received from a colleague then the identity of the sender should be checked and the integrity of the data needs to be assured.
The TSCP Secure Email V1 technical specification provides these capabilities, using PKI certificates for digital signature and encryption, for use in the Aerospace and Defense sector.  Identity assurance to a common standard is achieved by limiting the use of digital certificates to only those issued by a Certificate Authority operating at the Certipath medium-hardware or medium-software levels following cross-certification directly to CertiPath or indirectly via a bridge which is itself cross-certified to CertiPath.  
TSCP also provides technical guidance, best practices and recommendations for implementing Secure Email V1. 
The technical specification and supporting documents are available at http://www.tscp.org/index.php/implement/secure-e-mail. 
Link to a standards host site

http://tscp.org/index.php/implement/secure-email 
Link to supporting material 

http://www.tscp.org
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